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Definitions & Abbreviations 
 

ITEM DESCRIPTION 

CI Configuration Item. 

CSF Critical Success Factor. 

KPI Key Performance Indicator. 

CMS Configuration Management System. 

SLA Service Level Agreement. 

OLA Operational Level Agreement. 

UC Underpinning Contract. 

RFC Request for Change. 

SACM Service Asset & Configuration Management. 

BAI Build, Acquire and Implement 

Service Desk Single point of contact to report incidents and track incidents. 

Work Around Temporary solution to overcome a service interruption. 

Incident  
An unplanned interruption or a reduction to the normal operation of a DT  

service. 

Event 

Any change of state that has significance for the management of a DT 

service or configuration item. Automation is typically used to manage 

events effectively and efficiently. 

Process Owner 
An individual accountable for the performance of a process in realizing its 

objectives, driving process improvement and approving process changes 

Responsible, 
Accountable, 
Consulted, Informed 
(RACI) Matrix 

A matrix that identifies who is responsible, accountable, consulted and 

informed with respect to each of the base practices within the process. 

Service 
Means of delivering value to customers by facilitating outcomes customers 

want to achieve without the ownership of specific costs and risks. 
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Executive Summary   

MOJ has established Incident management document to provide comprehensive process aspects of 

incident management, which will enable MOJ to achieve the objectives with respect to this process. This 

document has been formulated to accommodate an “Integrated Digital Delivery Framework” and hence, 

Enterprise Architecture, Digital, COBIT 5.0, ISO27001 and ITIL V3.0 related applicable processes and 

underpinning base practices have been mapped together in this process document. 

Incident Management Overview 

Incident Management is a component of Service Operations phase of ITIL V3 service lifecycle. This process 

is mapped to DSS 02 (Manage Service Requests and Incidents) base practice of COBIT 5.0 along with 

Enterprise Architecture process.   

Incident Management is one of the service operations processes, and MOJ is going to use it to ensure that: 

• IT services interruptions are resolved as quickly as possible. 

• Incidents are logged. 

• Incidents are categorized, prioritised, escalated as required and resolved. 

• Stakeholders are properly involved. 

 

Incident Management ensures that all incidents reported in MOJ are effectively handled to minimise the 

impact of service interruptions for MOJ operations. The Purpose of incident management is to ensure that 

agreed on levels of service are delivered to MOJ users and customers, and to manage the applications, 

technologies, and infrastructure that support delivery of the services.

Problem Record A record/log of all known problems along with their resolutions in which IT 

personnel could utilize to resolve an identified problem.  

First-level Support Refers to the initial technical support team or help desk who are 

responsible for first line IT support. 

Second-level Support A more concentrated support team positioned in Technical Support 

Department dedicated to dealing with more complex incidents/requests.  
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Incident Management Scope  

Incident Management scope includes any event which disrupts, or something which can cause a disruption 

to any MOJ-DT service. This includes events and incidents which are communicated directly by users, 

through an interface between event management and incident management tools or either through the 

service desk tool (via call phone, web portal … etc.). The incident management process is considered 

complete once normal service is restored either by temporary solution (work around) or permanent 

solution. 

Incident Management Purpose and Objectives  

The purpose of the incident management process is to restore normal service operation as quickly as 

possible and minimize the adverse impact on business operations, ensuring that agreed levels of service 

quality are maintained. 

 

The objectives of the incident management process are to: 

• Make sure that standardized procedures and methods are used for prompt and efficient 

response, documentation, analysis, reporting of incidents and ongoing management. 

• IT related services are available for use. 

• Incidents resolved according to agreed-on service levels.  

• Communication and visibility of incidents are improved. 

• Improve business perception of MOJ DT with the help of a professional approach so that 

incidents will be resolved and reported quickly. 

• Line up incident management activities and prioritize them accordingly. 

• Enhance and maintain the user satisfaction without losing the quality of DT services.  

 

Incident Management Value to MOJ  

Effective incident management enables MOJ to add value to their DT Services by: 

• Mitigating the risk of unplanned costs and labour for both business and MOJ DT support 

staff, caused by incidents. 

• Resolving and detecting incidents resulting in reduced down time or increased availability of 

MOJ services to its end users and entities. 
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• Aligning the activities of MOJ DT as per the real time priorities of the business. 

• Identifying potential areas of improvements. 

Incident Management Policies  

The Incident Management process owner has the responsibility and authority to execute the defined and 

established Incident Management Process within the following policies: 

 

• All incidents shall be logged and tracked to closure via a single management system like, HP 

Open view. 

 

• All incidents should adhere to a standard classification schema which is consistent across the 

business enterprise. 

 

• All incidents shall be attempted to be responded and resolved well within the defined SLAs. 

 

• All critical incidents shall be escalated to Level 2 within defined timelines if help desk/ First level 

support team is unable to resolve the incident. 

 

• Incident handling and processing should be in line with overall service levels and objectives. 
 

• Incident management roles and responsibilities shall be clearly defined to ensure effective and 

efficient response and resolution of information security as well as infrastructure events and 

incidents. 

 

• Incidents and their status shall be reported to MOJ Senior management on a periodic basis. 

 

• Detailed risk and impact analysis for the incident shall be carried out by MOJ incident response 

team with the concerned personnel to implement the necessary preventive and corrective 

controls. 

 

• The information to be logged shall include the following:  

- Date and Time when the incident related events were discovered 
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- Date and Time of Incident 

- Description of Incident  

- List of all Information System equipment/ components that are affected 

- List of all the people that are contacted during recovery 

 

• Incidents arising out of violation of MOJ security policies and procedures by employees shall be 

dealt with through a formal disciplinary process. 

 

• Logs must be maintained for all incidents. Incident logs shall be securely stored to prevent 

unauthorized access and modification. 

 

• Monitoring and detection technology shall be installed and configured to detect system or 

network events and to alert administrators.  

 

• The Information collected during a security Incident must be controlled.  

 

• Information on security incident will be released only to authorized personnel only and, on a 

need to know basis. 

 

• Adequate training shall be imparted to employees to make them aware of the procedure of 

contacting the Incident Management team. 

 

• Communications plan shall be in place for use during security incident management. 
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Incident Management Inputs & Outputs  

 

PROCESS MAIN INPUTS PROCESS MAIN OUTPUTS 

Monitoring alerts from event 

management process 

Incident log 

User logged incidents Workaround 

Service level agreement Problem ticket 

CMS Request for change 

Known error database Problem reports 

 Performance management reports 

 

             Process Main Inputs 

Incident (occurrence) 

Recording the details of any incident that occurred. 

 

Service Level Agreement 

The Service Level Agreement is an agreement between MOJ-DT and customers. Similarly, the 

Operational Level Agreement (OLA) is an agreement between a MOJ- DT service provider (e.g. 

Application department) and another internal part within MOJ-DT (e.g. Datacentre section) 

governing the delivery of an infrastructure service. 

 

CMS 

The CMS is a set of tools and databases that are used to manage a DT service configuration data 

including collecting, storing, updating, and presenting data about all Configuration Items and their 

relationships. The CMS is maintained by Configuration Management Process and is used by all IT 

Service Management Processes. The CMS also includes information about Incidents, Problems, 

Known Errors, Changes and Releases; and may contain data about employees, suppliers, locations, 

business units, customers and users. The CMS assists Incident Management by: 

 

• Providing valuable information about how much of the DT infrastructure is affected. 
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• Providing up-to-date information about customers, owners and status of CIs. 

• Assisting with the identification of incidents of similar CI type.  

 

KEDB (Known Error Database) 

Known Error Database is a repository of all established root causes. A KEDB record will have details 

of the incident when the outage happened and what was done to resolve it. 

 

Process Main Outputs 

 

Incident Log 

Database which includes all incident information, affected CIs, time of incident occurrence, type of 

incident, and all other information. 

 

Temporary Solution/ Workaround; 

 The workaround is a temporary way to restore service failures to a usable level. Workarounds are 

used for reducing or eliminating the Impact of an Incident for which a full Resolution is not yet 

available. 

 

Request for Change (RFC) 

Depends on the event type, the required action may trigger the Change Process via Request for 

Change. 

 

Problem Report 

As the problem is defined as a cause of one or more incidents, whose cause is not usually known at 

that time. The service desk staff can report problems to Problem Management process team to do 

the required investigations and find permanent solutions. 

 

Performance/Management Reports 

The process owner is usually asked to generate “process reports” that ensure that the process itself 

running as per agreed level. Most of the reports are based on the CSF and KPI.
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Incident Management Process Workflow  

First Level Support Second Level Support / Specialized Support Team 

Inputs/Outputs

Identify and log service 
request/incident

Start
SLAs
Emergency escalation 
procedure
User logged Incident tickets
Asset monitoring rules and 
event conditions
Security incident tickets

Known-error records

Record, classify and 
prioritize incident 

(through log)

DSS03: Manage 
Problems

Service Request or 
Incident?

Service Request

Initial investigation 
& diagnosis

Incident

Resolution 
found?

Update, close incident 
and notify user on 
resolution status 
(resolved, not resolved)

Yes

End

Escalate/ reassign 
to second level 

support
No Analyse incidents 

Resolve 
incident

No

BAI06: Manage 
Changes

Change 
Required?

Yes

Updated Incidents Log

User Satisfied

Yes

No

NoResolve incident

Resolution 
identified?YesRequest Fuflilment

Incident Management Process

Known error 
record exists? 

Problem record 
exists? 

Initiate incident 
resolution

Investigate and 
diagnose incident

Yes

No

Yes

Utilize problem 
records, resolve and 
monitor incident

Update problem log

No

Yes

Yes
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Identify and log incidents 

Detect service requests and incidents from end users through the various channels (e.g. incidents tickets) 

Incidents can be detected by the Users, monitoring tools, Resolver Groups or monitoring team through 

Event management console. (Refer to MOJ event management process).  

Incidents can be detected and reported in one of the following ways (based on the settings of the 

management tool): 

- Internal user contacts the First level support by phone, email, or web portal. b.) External customer 

contacts the call centre (e.g. National Call Centre “Ammer”). 

- Event management identifies an incident or potential incident and reports it to the First level 

support team. 

- Technical staff identifies and reports an incident. 

- Auto Assignment  

- Automatic Incident recording and assignment will happen if ticket is triggered through 

alerts from monitoring tools.  

• Incident Manager is responsible for recording, filtering, monitoring, and resolving incidents. 

• Event Management should monitor and report failures or potential failures to the First level support 

team.  

• Incident Manager should review and filter incidents after recording. 

      NOTE: Predefined procedures should be used to handle specific types of incidents critical to business 

operations. 

Service Request or Incident? 

Service desk decides whether trigger/input is a “service request” or “incident” based on the categorization 

guidelines. If it is a service request, the ticket will be handled as per Service request fulfilment process.  

Record, Classify and Prioritize Incident 

Record Incident 

• Incidents should be recorded in a single central database which is usually embedded within the 

management tool.  
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• Incident Manager should avoid recording the same incident twice (even the service desk tool should 

avoid recording two incidents with the same ID, otherwise the first level support operator may end up 

recording the same incident information twice). 

• Incidents may be recorded by an assigned team in the First level support or by the user himself 

(depends on the way that incidents are reported), please refer to “detecting incidents”. 

• Help desk / First level support analyst collects all relevant User details and Incident details from the 

User and records them in the Ticket.  

• Relevant details to be collected and/or verified are as below: 

- User Name & Contact details 

- Incident details 

- Impacted asset or service 

• All incidents should be given a unique reference number (automatically done by the ITSM tool) and the 

following details should be recorded against each incident: 

      a) Date and time 

b.) Description of symptom c.) Category 

d.) Urgency e.) Impact 

f.) Priority (based on the Impact and Urgency) g.) Name or the person recording the incident 

h.) Name of the person(s) affected by the incident i.) Preferred call back channel 

       j.) CIs affected (from the CMS) k.) Related known error(s) (if any) l.) History of the incident (when, 

where, what, who) 

m.) Expected resolution date and time (based on the SLA) 

 Note: Accurate and complete details should be recorded for each incident. This will assist MOJ 

functional/technical specialist groups to resolve incidents in a timely manner. 

Classify Incident  

• Process owner should agree on the incident classification schema. The classification may be done 

geographically and (or) functionally. The classification samples may include (but not limited to): 

- Incident type (standard incident, major incident, RFC, standard change) 
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- Category (hardware, software) 

- Sub-category (Applications, Database, email, MS office) 

- Service (email, office automation) 

- Priority (high, medium, low/1-5) 

 Prioritize Incident 

• Incident Manager should prioritize incidents based on urgency and impact as per mentioned in 

“Incident classification" item. 

• Incident Manager should provide the incident classification guidelines to all service desk agents to 

enable them to determine the correct urgency and impact. 

• Service desk agents should also use common sense when assigning a priority to an incident, where the 

training awareness sessions should include the guidelines of how to set the right incident priority. 

• As an improvement control point, the incident priority should be dynamic. If conditions change, the 

priority should be updated. 

Initial investigation and Diagnosis 

• Service desk agents (1st line support) should carry out the initial diagnosis and try to resolve the 

incident. 

• Each incident should be matched with other known errors and defects discovered during testing. 

• Service desk reaches out to users, if any further information is required. 

• The First level support or the Service Desk Analyst involved in Incident handling will investigate and 

diagnose the Incident. While investigating and analyzing the Incident, the analyst will consider the 

following points:  

- Establish exactly what has gone wrong.  

- Identify the cause of the Incident 

- Establish the chronology of the events 

- Identify the  impact of the Incident, including the number and range of Users affected across 

locations. 

Resolution Found? 
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• If Workaround or temporary fix is available, it should be provided so that users can continue with 

normal business operations.  

• Given that first level support was sufficient and incident has been resolved, first level support team 

shall close the incident ticket and notify user on resolution status. 

• The User is informed of the Resolution and the same is confirmed via an email phone and/or call. 

 

Escalate/ reassign to second level support 

• If the service desk agent (1st line support) is unable to resolve the incident, it should be escalated 

(transferred) to a specialized technical group or second level support group (e.g. datacenter team for 

storage incidents). 

• Note: the process owner should monitor the escalation process to avoid any abuse from the specialized 

technical group, please refer to “Incident Management Implementation Considerations “section for 

more info. 

• Support groups should investigate and diagnose each incident and identify a solution/workaround as 

soon as possible. 

• Service desk agents should ensure that users are kept informed of the incident status until the incident 

is resolved and closed. 

• If the incidents are of high priority and they impact the business, the appropriate DT managers (or who 

acting as) and business owners must be notified immediately. 

Analyse Incident 

• Given that first level support were not able to resolve incident and incident is routed to second level 

support and they shall analyze the incident, its type, nature, concerned system/application and assign it 

to the specialized support team. 

Known Error record exists? 

• The specialised support team will match the incident to routine fixes or changes, to identify if any 

known error records exists.  

• The specialised support team shall identify known error records exists, depeding on the incident 

matching.  
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Is Change required? 

• Identify if the Incident resolution requires a change. If yes, proceed to the predefined Change 

Management Process. 

• If no change is required, specialized support team shall provide the needed second level support to 

resolve the incident.   

• Validate whether user is satisfied after implementing the needed change or providing second level 

support by the specialized support team. 

Problem record exists? 

• If no known error record exists, specialized support team shall check if a problem record exist.  

• If problem record exists, specialized support team shall utilize the problem record (which includes the 

type of problem, resolution procedures, duration needed, etc.) to resolve the incident. Once the 

incident is resolved, specialized support team shall also monitor the incident and refer to [“Change 

Required?”] to identify any changes needed (if any). 

Investigate and diagnose incident 

• a problem record does not exist, specialized support team shall begin the needed incident resolution 

efforts.   

• Post incident resolution initiation, and as part of the incident resolution activity, specialized support 

team shall begin investigating and diagnosing the incident to identify cause/trigger of incident and 

work on resolving the cause/trigger and hence resolve the incident all together. 

Resolution Identified? 

• Post initiating incident resolution initiation activity and investigation diagnosis, specialized support 

team shall  verify if resolution has been found. 

Update problem log 

• If resolution is found, verify if that needs a change to be executed. If change is required, Change 

management process is initiated. If not, the resolution is applied. 

• If the resolution is not found, specialized support team shall update a problem log to include the 

problem details and history needs to be fed into “DSS03: Manage Problems” process. 

Resolve Incident 
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• If first line support is able to provide resolution, the incident is resolved within the SLA (where 

possible). 

• If the incident resolution exceeded the agreed SLA, the escalation matrix should be invoked. Please 

refer to “Escalation Roles” for more details. 

• Service Desk Analyst will update the ticket with the details of the resolution provided and steps taken 

to resolve the Incident. 

• The work around is applied as per KEDB and the incident is resolved/ closed. 

• Solutions should be verified and validated before they are deployed into the live environment. 

• Incident records and the known error database must be updated with all relevant details in order to 

speed up the resolution process the next time a similar incident occurs. 

• After solving any incident, the Incident coordinator should ensure that the service is meeting users’ 

needs, this is done via Incident Management’s post implementation review, and close the incident.  

• In case the incident is linked to an "Opened" interaction, User support team should close the 

interaction first, so Incident Coordinator can close the incident respectively. 

User Satisfied? 

• After the incident Is resolved, a request from user regarding his/her satisfaction with given resolution is 

sought. 

• The service desk agent should contact the user and agree on the solution and close the incident. 

Note: MOJ may provide an automated user satisfaction survey before closing an incident; it depends on 

the end user technical maturity level. Please refer to “Satisfaction Survey” for more details. 

•  The complete details of the incident life cycle should be documented and maintained (for performance 

reporting).  

• If the user is not satisfied with the resolution provided, then the incident status will be set to “In 

Progress” again and the Incident owner will commence rework on the Incident for a satisfactory 

resolution. 

 

Update, close incident and notify user on resolution status  
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• If the User confirms that the resolution provided is satisfactory to him/her, then, the Incident status is 

changed as Closed. 

• The incident log is updated with the steps taken to resolve, the same is notified to user. 

• Once the solution has been deployed, the technical group should reassign the incident back to the 

service desk.  

• If the incident re-occurs within a specified short period, the incident should be reopened and its status 

updated. 

Note: the process owner should determine the “re-open” status duration, the service desk tool owner 

is responsible for configuring it on the tool. 

Roles & Responsibilities 

ROLE RESPONSIBILITIES 

 

Incident Manager (Process Owner) 

• Defines and maintains incident management policies 

and procedures.  

• Produces performance/management report. 

 

 

 

 

 

 

 

 

Service desk (Tool Owner) 

• Logs the incident in the call log 

• Identifies the nature of incidents (impact, urgency, 

emergency ...etc.) based upon reported symptoms 

and categorization schema. 

• Prioritizes incidents based upon the impact on the 

users, employees and SLA guidelines. 

• Performs the initial Incident diagnostics. 

• Requests technical/functional support when required 

based upon the categorization rules. - Updates 

records (call log, incident sheet) with the resolution. 

• Progresses any follow up action(s) (for example, 

following through into the incident root-cause). 

• Responsible for incident(s) closure. 

• Prepares performance/management reports. 
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Incident Coordinator • Review the incident resolution is meeting users’ 

needs 

• Close the incident 

 

Note: Responsibilities may be delegated or overlapped. 

Critical Success Factors (CSF) & Key Performance Indicators (KPI)  

The purpose of collecting, analysing incidents measurements is to ensure that MOJ- DT services 

outages are being restored to normal status as quickly as possible. In addition, the reports are 

used to be summarized in a non-technical language and to show where improvements could be 

made. Keeping in mind the following measurements: 

 a) Total number of incidents generated (report could be generated weekly, monthly, or 

quarterly).  

b) Number of incidents by category. c.) Number of major incidents. 

d) Number of incidents that are related to each technical/functional group.  

e) Number of escalated incidents. 

f) Number of incidents that were solved by first line support. 

The detailed reports will cover the main incident management process objectives (ref. to 

“Incident Management Objectives” section). So, the process owner may generate a report for 

each process objective to ensure that process is running as agreed and designed. The following 

recommended list of reports cover each CSF and its KPIs. 

Note: above reports details will be captured from the ITSM tool. 
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CSF Key Performance Indicator Description (Equation) Note 

Resolve incidents as quickly as possible minimizing impacts to the business 

1 The mean time to achieve incident resolution. This can be 

broken down by the following:  

• Type 

• Category 

• Priority, Impact and Urgency 

• Service 

MTTR – Mean time to resolve  

X = (Type, Category, Priority, Impact, 

Urgency or Service. 

= Sum of (Closed – Opened) / Total 

count of incidents 

 

2 The percentage of incidents handled within the agreed 

Service Level Agreements for that type of incident. 

%of incidents resolved during solution 

times agreed in SLA - per category 

SLA should be 

implemented 

3 The percentage of incidents resolved at first line support 

(service desk) that meet the Service Level Agreement. 

% of incidents closed by first level 

support team  

 

Maintain quality of DT services 

4 Total number of incidents (as a control 

measure). 

= Total number of incidents in specific 

period  

(Weekly, monthly, quarterly, bi-Annual 

or Annual) 

 

5 The size of the backlog of unresolved 

incidents per DT services 

= Total number of unresolved incidents 

per DT 

 

6 The percentage of unresolved incidents 

per DT services 

% of incidents unresolved per DT =  

7 The number of incidents logged. 

These can be broken down by the following: 

• Number of incidents per priority, impact, urgency 

• Number of incidents per type and category 

• Number of incidents per service 

=     

X= (Type, category, Priority, impact, 

urgency or Service, person, …etc.) 

 

8 First Time Resolution Rate Percentage of incidents resolved at the 

Service Desk during the first call - per 

category 

 

9 The percentage of Incidents resolved by external suppliers 

 

% of incidents closed by vendor Vendor 

management 

process should 
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be implemented. 

10 The percentage of Incidents resolved by external suppliers 

within service level agreement 

% of incidents closed by vendor within 

SLA 

 

Increase visibility and communication of incidents to business and DT support staff 

10 Percentage of satisfaction surveys sent Versus total 

number of satisfaction surveys sent 

% of satisfaction surveys   

Align incident management activities and prioritize those with the high urgency and impact on the business 

11 Number and Percentage of incidents incorrectly assigned.   

12 Number and percentage of Incidents incorrectly 

categorized. 

  

13 Number and percentage of Incidents related to changes 

and releases. 

  

Incident Management Governance Considerations  

While developing the Incident Management policy, these aspects may include (not limited to): 

• Define incident escalation rules and procedures, especially for major incidents and 

security incidents. 

• The process owner should take the following IT Governance aspects into consideration 

to enable trend analysis, classify service incidents by identifying type and category. 

• Prioritize service incidents based on SLA service definition of business impact and 

urgency. 

• Identify and describe relevant symptoms to establish the most probable causes, of the 

incidents. Reference available knowledge resources (including known errors and 

problems) to identify possible incident resolutions (temporary workarounds and/or 

permanent solutions). 

• If a related problem or known error does not already exist and if the incident satisfies 

agreed-on criteria for problem registration, log a new problem. 

• Assign incidents to specialist functions if deeper expertise is needed, and engage the 

appropriate level of management, where and if needed. 

• Record whether workarounds were used for incident resolution. 

• Document incident resolution and assess if the resolution can be used as a future 
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knowledge source. 

• Monitor and track incident escalations and resolutions and request handling procedures 

to progress towards resolution or completion. 

• Identify information stakeholders and their needs for data or reports. Identify reporting 

frequency and medium. 

• Analyse incidents and service requests by category and type to establish trends and 

identify patterns of recurring issues, SLA breaches or inefficiencies. Use the information 

as an input to continual improvement planning. 

• Produce and distribute timely reports or provide controlled access to online data. 

 

Incident Management Implementation Considerations  

The process owner should work with technical implementation team to produce the right 

service desk configuration and customization, the following implementation considerations will 

keep the implementation process smooth and cope with MOJ-DT incident management 

process, these considerations may include (not limited to):  

• Prepare to implement incident management. 

• Define clear objectives and deliverables 

• Involve and consult with DT staff 

• Decide how incident management will interface with the service desk  

• Decide who will take on the responsibility of incident management 

• Decide how the service desk staff is structured, who will act as first line support, who for 

second line … etc. 

• Set the incident categorization and prioritization code for each incident type. 

- The Impact may be determined by how many resources are affected by the outage, 

on the other hand the process owner and service desk tool owner will decide 

eventually what the categories are: 

1. Critical – All users of a specific service. Employees from most departments are 

affected and this has serious consequence on MOJ and need urgent restoration 

2. Major– Multiple personnel in one physical location. Service is degraded and still 
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functional but not operating within SLA. 

3. Average– Up to ten employees.  

4. Low – User himself. 

Impact – Urgency matrix 
               

 Priority 
     Impact    

 

              

              

  

Low 
 

Average 
  

Major 
 

Critical 
 

       
 

               

               

 Low             
 

 Issue not prevents the  4   3   3   2  
 

 user from performing a         
 

             
 

 portion of their duties.             
 

               

 Average             
 

 Issue prevents the user  3   3   2   2  
 

 from performing a         
 

U
rg

en

cy
 

            
 

portion of their duties.             
 

              

Major             
 

              

 Issue prevents the user  3   2   2   1  
 

 from performing critical         
 

             
 

 time sensitive functions             
 

               

 Critical             
 

 Service or major portion  2   2   1   1  
 

 of a service is unavailable             
 

               

 

 

• Set SLA for each release category based on the assessment and the planning. 

• Set the escalation roles. 

If the first line support is unable to resolve the incident, the incident should be reassigned to the 

second level support for investigation and diagnosis. An incident may be escalated to different 

levels of technical support groups until the solution is found. The different levels may be within 

MOJ or outsourced to suppliers. The escalation and handling of each incident must be defined in an 

OLA and UC with internal and external groups.  

              Incidents could be escalated in 2 ways: 

• Functional escalation: The support of a higher-level specialist is needed to resolve the 

problem. 

• Hierarchical escalation: A manager with more authority needs to be consulted to take 

decisions that are beyond the competencies assigned to this level, for example, to assign 
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more resources to resolve a specific incident. 

• Plan the incident management process training. 

• Decide what to measure and report, when and how. 

• Produce a report on the number of calls currently logged, the average time taken to resolve 

them, MOJ can use this info as baseline. 

• Set targets for a manageable number of objectives for the effectiveness of incident 

management. 

• Set the user satisfaction analysis and surveys to use after incident closing. 

• Satisfaction surveys are an excellent method of monitoring user perceptions and 

expectations and can be used as a powerful marketing tool. However, to ensure their success 

MOJ should address several key points: 

 

- Decide on the scope of the survey 

- Decide on the target audience 

- Clearly define the questions 

- Make the survey easy to complete 

- Conduct the survey regularly 

- Make sure that your users understand the benefits 

- Publish the results 

- Follow up on survey results 

- Translate survey results into actions 
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Incident Management Form Sample 

The incident record should contain but not limited to the following fields: 

 

Field name Field Description Info. to be filled by Type of Field 

Record ID The ID of the record System String/Number 

Date Date while ticket is logged User/automatically Date format 

Time Time while ticket is logged User/automatically Time format 

Closure Time Time while ticket status is changed to "closed" MOJ SD operator * Time format 

Total Time Closure Time – Time logged Automatically Time format 

Owner Name of MOJ service desk operator MOJ SD operator * Drop down list 

Online Customer Name of employee who is logging in the ticket MOJ User ** Drop down list 

New Ticket Yes/No MOJ User ** Radio button 

Ticket# if "Yes" in above field --- auto generate if "No" 
enter ticket no. 

MOJ User ** Auto generate - 

Logging Method Select one of (Phone Call | Automatically | email | 
Web portal | walk in) 

MOJ SD operator * Drop down list 

Service impacted Name of MOJ-DT service  List of MOJ-DT services 
impacted 

Service Number/ name Refer Service Catalogue *** MOJ SD operator * Drop down list (Service 
catalogue) 

Details Incident details and symptoms MOJ SD operator * Text box 

Urgency Select one of predefined category 
User: refer to 
Urgency Chart Drop down list 

Group Technical/Function group to which owner 
belongs to 

 Drop down list 

Matching KE link to KE MOJ SD operator * Drop down list (KEDB) 

Matching PDB link to PDB MOJ SD operator * Drop down list (PDB) 

Status Status of incident life cycle MOJ SD operator * Drop down list (Status) 

Attachment Any supporting documents MOJ User ** browse/attachment 
*MOJ SD operator (MOJ Service desk operator) ** MOJ User (whether internal or external customer)  

Note: This is a sample form and must be changed (or portion thereof) by process owner as per MOJ 

business needs. 


